EMR 12 – Paper 2 – Due Tuesday, March 8, at noon
Internet Control

For this short paper (2 pages) we want you to use online resources to learn a little bit about how authoritarian regimes try to control what dissidents are saying on the Internet, and how dissidents are trying to maintain free and open communication.

For starters, read the overview of Tor. You may also wish to refer to the Tor Wikipedia page. Other questions will require you to do a little web searching and reading. 

Questions:
1. Alice is a Lilliputian trying to overthrow the government of Lilliput. The Lilliput regime is monitoring Internet communications and arresting those suspected of sedition. Alice knows all about Diffie and Hellman, and is careful to encrypt all her communications with her fellow dissidents. Nonetheless, one night the police show up at her door and arrest her. How do you suppose they figured out what she was doing?

2. Tor to the rescue. Now the dissidents can talk to each other without being discovered and without eavesdropping. But wait—China managed to pretty fully shut Tor down. How did they do it? 

3. Tor doesn’t sound like the sort of thing any government would love. And at first US law enforcement was indeed very dubious. But now they are, at least sometimes, quite happy to have it available. Why?

4. Take a look at this site, which went up during the shutdown of the Internet in Egypt. Explain how Egypt could so successfully shut off the Internet, in spite of everything that has been said about its robustness. Explain in a sentence or two each, three of the workarounds shown on this list.

5. Censorship occurs in democracies as well as in states with more authoritarian forms of government. See the lists in this story, for example. In what way (what content, and through what mechanisms) is the Internet censored in Australia?

